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AWS Databases Landscape
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AWS Database Migration 

Service (AWS DMS)

Amazon Neptune Amazon Quantum Ledger 

Database (Amazon QLDB)

Amazon Keyspaces 

(for Apache Cassandra)

Amazon Relational Database 

Service (Amazon RDS)

Amazon RDS on

VMware

Amazon Timestream Amazon ElastiCache

Amazon Aurora Amazon DocumentDB 

(with MongoDB compatibility)

Amazon DynamoDB Amazon MemoryDB 

for Redis
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SaaS Fundamentals
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What is SaaS

Software-as-a-Service (SaaS) is a business and software 
delivery model that enables organizations to offer their 
solution in a low-friction, service-centric approach. 
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Core SaaS architecture concepts
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Data partitioning

Tenant isolation

SaaS Identity

How is data organized and stored in a multi-tenant 

environment?

How does your architecture ensure that one tenant 

can’t access the resources of another tenant?

How is a user identity associated with a tenant 

identity and how is that context shared across your 

architecture?

Onboarding

How are new tenants added to your system in a 

frictionless manner?

Tiering

How do we offer different experiences to tenants 

at different price points?

Metering and billing

How do you instrument your application to meter 

tenant activity and generate a bill?
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Two halves of SaaS

Control plane

Admin console

Onboarding Tier

TenantIdentity

Metrics

Tenant user

Admin user

Billing

Multi-tenant 

microservice

Web tier

Multi-tenant 

microservice

Multi-tenant 

microservice

Multi-tenant 

microservice

Application plane
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Multi-Tenant Deployment Models
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Multi-tenant Deployment Models

Silo model Pool model

Tenant 1 Tenant 2

RDS

MySQL

RDS

PG

TenantID Name SKU Cost

Tenant1 Glove 939301 12.39

Tenant2 Shirt 194193 7.83

Tenant1 Hat 539294 15.41

Tenant2 Scarf 793891 130.84

Tenant3 Pants 490023 17.45

Bridge model

Name SKU Cost

Glove 939301 12.39

Shirt 194193 7.83

Hat 539294 15.41

Scarf 793891 130.84

Pants 490023 17.45

Name SKU Cost

Glove 939301 12.39

Shirt 194193 7.83

Hat 539294 15.41

Scarf 793891 130.84

Pants 490023 17.45

Tenant 1 Tenant 2

tenant1_articles tenant2_articles
articles

Tenant 1 Tenant 2

Max. isolation Max. Resource Sharing



ADC-D3

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. 

Multi-tenancy Authentication
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Amazon RDS Authentication Methods

RDS 
Authentication

IAM 
Authentication

Kerberos 
Authentication

Password 
Authentication
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Tenant-aware identity

Identity 

provider

Redirect

3

Application 

service

Access token

Application 

service

Web app

2

1

4

5

Tenant

ID token

HTTP header

Authorization: Bearer <Token>
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Design Challenges #1
Data Access Patterns
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Silo database isolation with siloed compute
Tenant1 Function 

Execution role

”Action”:[“rds-db:connect”],

“Resource”: [“arn:aws:rds-db:x:x:x:db-tenant1/db_user”]

RDS Instance db-tenant1

Tenant 1

Database

Temporary credentials

RDS Instance db-tenant2

Tenant2

Database

Temporary credentials

Tenant2 Function 
Execution role

”Action”: [“rds-db:connect”],

“Resource” :[“arn:aws:rds-db:x:x:x:db-tenant2/db_user”]

Tenant1 function

Tenant2 function
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Bridge database isolation with siloed compute
Tenant1 Function 

Execution role

”Action”:[“rds-db:connect”],

“Resource”: [“arn:aws:rds-db:x:x:x:x/tenant1”]

RDS 
Instance

Tenant1 Database

Temporary credentials

Temporary credentials

Tenant2 Function 
Execution role

”Action”: [“rds-db:connect”],

“Resource”: [“arn:aws:rds-db:x:x:x:x/tenant2”]

Tenant1 function

Tenant2 function

Tenant2  Database
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Pool database Isolation with pooled compute

Pooled Function
Execution Role

Password authentication with 
DB credentials

All Tenants 

Database

DB credentials

Pooled Function

AWS Secrets 

Manager

SET app.current_tenant=tenant1;

users

tenat_id user_id

tenant1 user1@tenant1

tenant2 user2@tenant2RLS

mailto:user1@tenant1
mailto:user2@tenant2
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Pool with RLS and Amazon Aurora PostgreSQL

-- Turn on RLS

ALTER TABLE tenant ENABLE ROW LEVEL SECURITY;

-- Scope read/write by tenant

CREATE POLICY tenant_isolation_policy ON tenant

USING (tenant_id::TEXT = current_user);

FK SKU Name

Tenant1 93529-94 Black T-shirt

Tenant2 24411-01 Blue hoodie

Tenant1 76235-92 Wool socks

Tenant3 95419-37 Green polo

Tenant2 88314-99 White hat

Tenant1 24598-72 Tennis shoes

Initialize RLS

-- No tenant context required

rls_multi_tenant=> SELECT * FROM tenant;

-- Attempt to force tenant id

rls_multi_tenant=> SELECT * FROM tenant WHERE tenant_id 
= 'tenant1'

Query with RLS
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Design Challenges #2
Sizing considerations

18
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The sizing challenge

Tenant 1

Tenant 2

Amazon RDS

Compute Storage

• How do you accommodate different size 

tenants (noisy neighbor)?

• How do you prevent over-provisioning?

• How do you optimize based on actual 

consumption?

• How will you support tiering and SLAs?

Tenant 3

19
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Tenant bin packing

Connections
Memory usage

IO Usage

CPU Usage

Encryption

Metrics

vCPU

Memory

Network
Instance

IOPS

Temp size
Storage
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Design Challenges #3
Database engine

21
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IAM granularity can be a factor

Amazon DynamoDB Amazon Simple 

Storage Service (S3)

Fine-grained IAM control

Amazon RDS Amazon Elasticsearch 

Service

Course-grained IAM control

Effect: "Allow",
Action: rds-db:connect
Resources: 
- arn:aws:rds-db:db-instance-id/db-user

Effect: "Allow",
Action: dynamodb:GetItem
Resources: 
- arn:aws:dynamodb:table/table
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Data isolation with Amazon DynamoDB

TenantID Name SKU Cost

Tenant1 Hat 230914 7.35

Tenant2 Socks 581641 15.98

Tenant1 Gloves 402198 89.43

Tenant2 Shirt 620985 17.64

Name SKU Cost

Glove 939301 12.39

Shirt 194193 7.83

Hat 539294 15.41

Pants 490023 17.45

Name SKU Cost

Shoes 840842 15.49

Hat 491309 44.89

Scarf 112514 96.01

Socks 309194 83.35

Tenant 1 Tenant 2 Tenant 1 Tenant 2

order-table-tenant1 order-table-tenant2 order-table

Table per tenant (silo) Shared tenant table (pool)
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Data partitioning with Redshift

Amazon Redshift 

cluster

Amazon Redshift 

cluster

Tenant 1 Tenant 2

Cluster per tenant (silo)

Amazon Redshift 

cluster

Tenant 1 Tenant 2

Shared cluster for all tenants (pool)

TenantID Name SKU

Tenant1 Glove 939301

Tenant2 Shirt 194193

Tenant1 Hat 539294
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A different strategy for each service

Amazon RDS

Amazon Timestream

Amazon DynamoDB

Amazon Simple 

Storage Service (S3)

Amazon Redshift

Amazon Elasticsearch 

Service
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Decision Matrix

26
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Decision Matrix – Operational Excellence

Operational 
Excellence

Silo Bridge Pool

New Tenant Onboarding

Database Change Effort

Potential impact of deployment

Per Tenant Schema 
Customisation / Portability

Consolidated Reporting

Tenant-centric Monitoring

Centralized Monitoring
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Decision Matrix – Reliability

Realiability Silo Bridge Pool

Tenant-level Backup/Recovery

Tenant-level Point-in-time-
Recovery
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Decision Matrix – Performance Efficiency

Performance 
Efficiency

Silo Bridge Pool

Cross-tenant Resource Impact

Tenant-level Tuning

Rebalance Tenant for 
Performance
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Decision Matrix – Cost Optimization

- Amazon Confidential -

Cost Optimization Silo Bridge Pool

Infrastructure cost

Data Duplication / Storage Usage

Tenant-level Point-in-time-
Recovery
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Silo Model – Single vs Multi-tenant

Why people choose this model

➢ Compliance alignment

➢ Partitioned environments

➢ No cross-tenant impacts

➢ Tenant-specific tuning

➢ Tenant level availability

Challenges

➢ Cost

➢ Agility compromised

➢ Management complexity

➢ Deployment challenges

➢ Analytics/metering aggregation

- Amazon Confidential -
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Bridge/Pool Model- – Single vs Multi-tenant

Why people choose this model

➢ Agility

➢ Cost optimization

➢ Centralized management

➢ Simplified deployment

➢ Analytics/metering aggregation

Challenges

➢ Agility 

➢ Tenant Data Distribution.

➢ Resistance due to “shared” nature of Pool.

➢ Cross-tenant impacts

➢ Compliance challenges

- Amazon Confidential -
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Design recommendations
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Performance Considerations

Evaluate Workload

Connection Pooling

Avoid 
SubTransactions

Avoid long 
running 

Transactions

Partitions

Isolate Noisy 
Tenants

Optimize for 
Reads and 

Writes

34
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HA/DR consideration

Configure HA for Critical Workloads

Backup Strategy

Business Continuity Plan

Proactive Monitoring

Plan downtime for upgradesHA/DR consideration
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Takeaways

➢ Design with isolation in mind

➢ Authentication and Authorization ≠ Isolation

➢ Factor scale and account limits into your isolation strategy

➢ Use decision matrix for isolation strategy on RDS & Aurora

➢ Use sizing considerations for tenant bin packing

➢ Validate that your isolation model is working

➢Isolation is fundamental to success in a multi-tenant environment
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Workshop outline

1: Setup at an AWS Event

2: Splitting the monolith

3: Multi-tenant data isolation

4: Database Operations with Infrastructure as Code

6: Cleanup

5: Data Migration & Portability
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Multi-tenant data isolation Overview 

Silo model Pool model

Tenant 1 Tenant 2

RDS

MySQL

RDS

PG

TenantID Name SKU Cost

Tenant1 Glove 939301 12.39

Tenant2 Shirt 194193 7.83

Tenant1 Hat 539294 15.41

Tenant2 Scarf 793891 130.84

Tenant3 Pants 490023 17.45

Bridge model

Name SKU Cost

Glove 939301 12.39

Shirt 194193 7.83

Hat 539294 15.41

Scarf 793891 130.84

Pants 490023 17.45

Name SKU Cost

Glove 939301 12.39

Shirt 194193 7.83

Hat 539294 15.41

Scarf 793891 130.84

Pants 490023 17.45

Tenant 1 Tenant 2

tenant1_articles tenant2_articles
articles

Tenant 1 Tenant 2

Max. isolation Max. Resource Sharing
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Step 1: Sign in via your preferred method

https://catalog.workshops.aws/join

https://catalog.workshops.aws/join
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Step 2: Enter event access code

Enter 12-digit event access code: cfe8-07f6b4-48
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Step 3: Review terms and join event
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Step 4: Access AWS account

Access the AWS Management Console, or generate AWS CLI credentials as needed 


